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IDS – Intrusion Detection System; a system that monitors network traffic to detect 
potential security intrusions. Normally, th



K-State Data Classifications: 
A. Public – Data explicitly or implicitly approved for distribution to the public without 

restriction. It can be freely distributed without potential harm to the University, 
affiliates, or individuals. Public data generally has a very low sensitivity since by 
definition there is no such thing as unauthorized disclosure, but it still warrants 
protection since the integrity of the data can be important. Examples include: 
¶ K-State’s public web site 
¶ Directory information for students, faculty, and staff except for those who have 

requested non-disclosure (for example, per FERPA for students) 
¶ Electronic ID (“eID”) 
¶ Wildcat ID (“WID”) 
¶ Course descriptions 
¶ Semester course schedules 
¶ Press releases 

 
B. Internal – Data intended for internal University business use only with access 

restricted to a specific workgroup, department, group of individuals, or affiliates with 
a legitimate need. Internal data is generally not made available to parties outside the 
K-State community. Unauthorized disclosure could adversely impact the University, 
affiliates, or individuals. Internal data generally has a low to moderate sensitivity. 
Examples include: 
¶ Financial accounting data that does not contain confidential information 
¶ Departmental intranet 
¶ Information technology transaction logs 
¶ Employee ID (“W0…” number) and position numbers 



in identity theft and/or have a significant adverse impact on an individual or the 
University’s reputation. Personal identity da
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http://iatservices.missouri.edu/security/data-classification/


VII. Roles and Responsibilities 
Everyone with any level of access to University Data has responsibility for its security 
and is expected to observe requirements for privacy and confidentiality, comply with 
protection and control procedures, and accurately present the data in any type of reporting 
function. The following roles have specific responsibilities for protecting and managing 
University Data. 
 

http://www.gmu.edu/facstaff/policy/newpolicy/1114gen.html


http://www.k-state.edu/registrar/ferpa/index.htm
http://www.k-state.edu/registrar/ferpa/index.htm
http://www.hhs.gov/ocr/hipaa/
http://www.ftc.gov/privacy/privacyinitiatives/glbact.html
http://cio.doe.gov/Documents/ECPA.HTM
http://www.da.ks.gov/itec/Architecture.htm
http://www.da.ks.gov/itec/Documents/ITECITPolicy4010.htm
http://www.da.ks.gov/itec/Documents/ITECITPolicy8000.htm
http://www.da.ks.gov/itec/Documents/ITECITPolicy7230A.pdf
http://www.k-state.edu/policies/ppm/3495.html
http://www.k-state.edu/policies/ppm/3425.html
http://www.k-state.edu/policies/ppm/3415.html
http://www.k-state.edu/policies/ppm/3485.html
http://www.k-state.edu/policies/ppm/7010.html#.440
http://www.k-state.edu/policies/ppm/3430.html
https://www.pcisecuritystandards.org/pdfs/pci_dss_v1-1.pdf

