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¶ Medical records 
¶ Authentication tokens (e.g., personal digital 
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Security Control 
Category 

Data Classification 
Public Internal Confidential 
 
 
Host-based software 
firewall 
recommended 
 
 

security 
 
Host-based software 
firewall required 
 
Host-based software 
IDS/IPS recommended 

security 
 
Host-based software 
firewall required 
 
Host-based software 
IDS/IPS recommended 

Virtual 
Environments 

May be hosted in a 
virtual server 
environment 
 
All other security 
controls apply to both 
the host and the guest 
virtual machines 

May be hosted in a 
virtual server 
environment 
 
All other security 
controls apply to both 
the host and the guest 
virtual machines  
 
Should not share the 
same virtual host 
environment with guest 
virtual servers of other 
security classifications c2ht14 7vd2hc0.0004 Tw
(May be hosted in a )Tj
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0.0005 Tc
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VII. Roles and Responsibilities 
Everyone with any level of access to University Data has responsibility for its security and is 
expected to observe requirements for privacy and confidentiality, comply with protection 
and control procedures, and accurately present the data in any type of reporting function. 
The following roles have specific responsibilities for protecting and managing University 
Data and Data Collections. 
 
A. Chief Data Steward
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VIII. Definitions 
ACL – Access Control List; a set of rules in a network device, such as a router, that controls 

access to segments of the network. A router with ACLs can filter inbound and/or 
outbound network traffic similar to a firewall but with less functionality. 

Authentication – Process of verifying one’s digital i-ialitFl L8(o)D
2(r exasegm5(plvicwAut sosegm5(e)Tc
5(ng /or )]TJ8.96.72 -1.15 [(logulesar W)9m)8.)Tc
6(bsegm)8ail, of tpassnetd of veirulr, twor
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VPN – Virtual Private Network; a VPN provides a secure communication channel over the 
Internet that requires authentication to set up the channel and encrypts all traffic flowing 
through the channel. 

 
IX. Related Regulations, Policies and Procedures 
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X.  Authority/Questions 
The Vice Provost for Information Technology Services is responsible for this policy. The 
Chief Information Security Officer is responsible for maintaining the K-State Data Security 
Standards. Questions related to the policy or standards should be directed to the Chief 
Information Security Officer. 


